NAMATKA HACENEHUIO NMPU OBHAPYXEHWUWU
BECMUNOTHOI O NNETATENIBHOIO AMNMAPATA (BIJ1A)

BECNMUINOTHBIE NETATEJNBHbLIE AMNMAPATbI (BINJ1A) NPEACTABNAIOT
NOTEHUMWATNBHYIO YIPO3Y BE3OMACHOCTU MUPHbBLIX MPAXOAH
OtnuumrensHou Yepron BIJIA sBnseTcs oTCyTCTBME NUNOTa Ha GopTy.

Mo koHcTpykuuu BIJA moryT npeacTaBnaTh COGOMN:

© 300606 (B hopme NTHLLI, HACEKOMOrO).

Mpu3Haku HaxoXxaeHUs Mpu o6HapyxeHum netsawero BIJIA:

BIVIA B Boaayxe: © He noanaeanTech NaHuke;
© Bbi BuguTe B Bo3gyxe cam BMNINA ’ \

(ero CUNYaT UMK MUFraIoLLMA OTOHEK © npeaynpeauTe OKpyXalowmx 0 BO3MOXHOW ONACHOCTY;

Ha HebonbLuow BbicoTe oT 30M Ao 100m);
A ) © obecneysbTe cobeTBEHHYO He3onacHoCTL

[5) EMNA (MOKUHBTE ONACHYIO 30HY, TO CTb 30HY NPAMON BUAUMOCTH),
s 0 BO3MOXHOCTY NepeaBuraitTecs Gerom, auraaramu;
(xyxoxaHue, nubo 3ByK NOXOXUA HA

paboTaloLLyto ra30HOKOCKNKY UNu Monea © ecnu oI Ha ynuue, HaiauTe BezonacHoe yKkpbiThe
(cnpsubTECH B 33aHM B noMeLeHnn 6e3 OKoH
C HECYLMMM CTEHAMMU, YKPOITECH 3a AEPEBLAMM);

(> eCnu Bbl B 3AaHNK, OTOMANTE OT OKOH NGO, NO BO3MOXHOCTH,
YKPOWTECH B NOMeLeHNM 683 OKOH C HeCyLMMn CTeHaMM,
He NoNb3ywTech nudramu;

O ecnu Bbl B aBTOMOOMNE, HEMEANEHHO OCTAHOBUTECH U
NOKMHLTE TPAHCNOPTHOE CPEeACTBO, HaUauTe 6esonacHoe YKpbITHE.

© cBou OUO;

© agpec/opueHTHpBI MeCTHOCTH, Bpema oBHapyxexus BINJA;

© sHewnwit Bug BIIA, ero dhopmy, pasmep v UgeT;

© sbicory nonéra BINNA;

© xapakrep noseaexus BII1A (3aBucaHue, NoNéT Haa 0GLEKTOM U HanpasneHue nonéra).

KATETOPUYECKU 3AMNPELLAETCHA:

Haxogutkes B npsmoi BugumocTyu BINA;

Bectu choroBugeocnuémky BINIIA, Haxogswerocs B Bo3ayxe,
Meiratben camocTonTenbHo couThb BINJIA nogpyyHbIMK NnpeaMeTaMn UK UHLIMKU CPeACTBaAMU NOPAXEHUS,
Mpu nagenuu BIJIA - ero Tporarh, BCKpbIBaTh, NepeABUraTb Unu

npeanpUHUMaTh C HUM Kakne-nubo uHbIe JerCTBUA.
Momuute: BIJTA MoXeT ObiTh 3aMMHMPOBaH UNKM CoaepXaTh OTpaBnAloLiee BELWwecTso,

Bectu chotoBuaeocLeémKy mecta nagenus BIJ1A u pacnpocTpansTs
ero oto unu BUAEO B COLMAnbHbIX CETAX, MeCCeHmKepax, ceTh «HTepHeT.



AENACTBUA NPU OBHAPYXXEHUU U ATAKE
BECNUNIOTHOIO NIETATE/IbHOIO AMMAPATA (aanee - BMJA)

Mpwu3Haku BIJ1A B BO3ayXxe:
Bbl cAbIWNTE: KYKKAHUE, 3BYK FA30HOKOCUMIKU UM Moneaa;
Bbl BUAMTE: CMANYST B BO3AYyXe.

B cnyyae o6HapyKeHuAa mecta nocagkm uaum nageHma bIMNJ1A Ha mecTHOCTU:

— 3anpeuweHo npnbanKaTtbea K BIMNA;

— WHobopmauymio o mecte nageHua BINJIA HeobxoanMo HemepneHHO coobwmTb no TenedoHam: 112
mnn 102;

— He cosepuwaiite 3BOHKOB Mo TenepoHy B HenocpeacTBeHHOW 6au3octn ot BIMJIA (3T0 moxkeT
NPUBECTU K AETOHaLMK);

— He nbiTalitecb noaxoauTb K ynaswemy BMJIA, ytobbl ero potorpadmpoBaTtb UM CHUMATb HA BUAEO -
3TO ONACHO ANA XU3Hu!;

— KaTeropuyeckn 3anpeuwaetrca pasmewats ¢oto M Buaeo bBIJIA, KommeHTapum o MmecTe
NPOUCLLECTBUA B NyBAMYHOM NPOCTPAHCTBE (Tenerpam-kaHaibl, COUManbHble CETU, FPYNMNoOBble YaThbl
M T.4.). PacnpocTpaHeHHble AaHHble MOTyT ObiTb MCNOb30BaHbl B KCTPEMMUCTCKUX LENAX.

B chyyae HanageHua BMNJIA:

Ecnu Bbl Ha yauue:

— ToKMHbTE 30HY BMAMMOCTM, NO BO3MOMKHOCTM Oermte 3uraramu, 4Ytobbl M3bexaTb HaBeneHMUA
BMNA;

— CnpsybTecb B CTPOEHUM (COOPYKEHUU, 34aHUN), YKPbITUM, NoaBane, ybexuie, nog epeBbaMmu;

— Mpwu cbpoce boenpunaca - oTbernte B CTOPOHY, NArTe Ha 3eMto, 3a bopatop, B KaHaBy U 3aKpouTe
ronosy;

— He nogHumamnTecb nocae NepBoOro B3pbiBa, OTKATUTECb UM OTNON3UTE B CTOPOHY.

Ecau Bbl B aBTOMO6MAIE MM 06LLLECTBEHHOM TPAHCNoOpTe:

— OcTtaHoBM1TECb M NOKUHbTE TPAHCNOPTHOE CPEeacTBo;

— CnpsybTecb B CTPOEHUM (COOPYKEHUWN, 34aHUKN), YKPbITUKN, NoaBane, ybexuie (MOXKHO YKPbITbCA 3a
AepeBbAMM, B PBaxX M KaHaBax);

— Ecau BMNJIA nuKMpyeT, pe3Ko 3aTOPMO3MUTE NPU ero NpuUbanKeHuu;

— Ecnm Bac MHOro 1 HeT yKpbITuaA - pasberanTecb B pasHble CTOPOHbI.

Ecnu Bbl B 3g4aHUM:

— OTonanTe oT OKHa;

— YkpoiiTtecb B nogsane, 1Mb0 B NOMELLEHUN C HECYLLMMWN CTEHAMM M 6€3 OKOH;
— He nonb3yintecb nndTom;

— He ucnonbayite TenedoH npu npubaunxkeHnn bMNJA.

Ona onepaTmBHOro MHGOPMMUPOBAHUA CUNOBbLIX CTPYKTYP 06 yrposax npumeHeHus BIMNJTIA moXKHO
BOCMNO/1b30BaTbCA NpunoxKeHnem «Pagap. HO».

MpunoxxeHne NO3BOMAET B PEXMME PeasibHOro BpemeHn GUKCUMpPOBaATb BU3YasbHO OOHapYXKEHHble
HaceneHnem BbIMNJIA 1 nepegaBatb MHGOPMALUIO O HUX B AEKYPHbIE LEHTPbI ANA NPUHATUA Mep NO UX
YHUUYTOXKEHUIO UIN NOAAB/IEHUIO.

B npnnorKeHnn TakKe npeaycmMmoTpeHa BO3MOXKHOCTb MHPopmmnposaHmnsa MBI Poccumn n MYC Poccum
06 MHbIX Ype3BblYalHbIX CUTYyaUMAX W MNPOTMBONPABHbLIX NPOSABAEHUAX. PeanusoBaHbl GyHKUMU
nonydyeHua ot MYC Poccum PUSH-yBegomneHMN O BO3HUKHOBEHWM 4Ype3BblYalHbIX CUTYyaLMR, B T.u.
PaKeTHOM OMAaCcHOCTK, a TaKKe MPOCMOTPA NAMATOK M PEKOMEHZALMI HAaCeneHno no AencTBMAM npu
apTUANepuickom obcTpenie n cnpaBoYHOM MHPOPMaLLMKM O TUNAxX 6eCcNUNOTHbLIX annapaTos.

YcmaHosumes npunoxceHue u noay4ume 6osee nodpobHyr UHGHOPMAYUU MOMCHO M0 Cedyrouwum
CCbIKaM:

v CauT: https://onf.ru/radar;

v MpunoxkeHue B RuStore: https://www.rustore.ru/catalog/app/ru.onf.rdr;

v' Mpunoxerue B AppGallery: https://appgallery.huawei.ru/app/C1094244009;
v' Tenerpam-60T ansa nonb3osatenen ¢ iOS: https://t.me/KiberDruzhina_bot.



